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Abstract-Now a days, cloud is one of the main source to
share information online from anywhere at any time. And,
here the cloud is also used to share one of the most sensitive
information that is health information. A personal health
record, or PHR, is a health record that contains health
information related to the patient. The PHR is a patient
centric model of health information exchange and it is
outsourced to a third party such as a cloud provider which is
a semi trusted server. The patient is considered as the owner
for their PHRs. To assure patient’s control over their own
PHRs, it is a proficient method to encrypt the PHRs before
outsourcing. So here we are proposing an ABE method to
encrypt each patient’s health record. We can utilize two ABE
techniques namely KP-ABE in personal domain and MA-ABE
in public domain respectively.

Keywords-PersonalHealthRecord,
Attribute based Encryption.

Encryption,  Decryption,

I. Introduction

Today, Cloud is one of the most important sources to
share any information even sensitive information at
anywhere and anytime. This can be achieved by the on-
demand facility of the cloud. Here, in this paper we are
considering one of the most sensitive information i.e.,
health information that is going to be shared at online
through cloud.. A PHR is a record that contains highly
sensitive information of the patient. So here the patient will
act as the owner for each health record. A PHR service
allows a patient to create, manage, and control her personal
health data in once place through the web, which has made
storage, retrieval and sharing of the medical information
more efficient. [1] Since the patient is the owner for their
health record, he/she have to concern about her health
records and can share the health information with a
miscellaneous users including healthcare providers, family
members or friends. Due to the high cost of construction
and maintenance for specialized data centers, most of the
PHR services are outsourced to third-party service
providers, for example Microsoft Health Vault.[2].
While sharing such type of health information, we need to
consider issues related to security and privacy to provide
convenient PHR services for everyone in a secure
environment. So here each owner personally take care
regarding their health records in such a way that they are in
a position to determine the access rights to various users
based on the relationship with them.
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I1. Related Work

To access the sensitive information in the cloud
environment, it is necessary to ensure the security and
privacy risks in the data transmission. The traditional
works include the Cryptographic techniques.

A. Symmetric-Key Encryption (SKE)

This is also termed as Single Key Encryption, only a
single can be used for both encryption and decryption
processes. The algorithms such as Data Encryption
Standard (DES), Advanced Encryption Standard (AES) are
well known algorithms that works based on Symmetric
Key Encryption (SKE).

B. Public Key Encryption (PKE)

This is also named as Asymmetric Key Encryption; it uses
two keys namely Private key and Public key. The private
key is personally associated with each user, while the
public key can be shared among the various users who
involved in the data transmission. The algorithms such as
Rivest Shamir Adleman (RSA) and Deffie Hellman Key
Exchange are the examples for Public Key Encryption.[3]

C. Attribute Based Encryption (ABE)
Attribute Based Encryption (ABE) is a well known
technique used today to secure the outsourced data in
cloud. Here it uses a set of valid attributes to get access to
the data.
Based on the attributes the data owner will generate some
access policies. The users who satisfy the policy with valid
attributes can get the key to access the data.
There are two well-known techniques that are used in ABE
are KP-ABE and MA-ABE.

I11. Proposed Frame work
Here, in this paper we consider the overall scenario by
dividing the various users into two security domains
broadly i.e., personal domain and public domain. Mainly
the users who are directly associated with patient/PHR
owner belongs to Personal domain. The users in public
domain are the public user’s namely health care providers,
medical agencies, insurance authorities, pharmacists. With
the help of ABE, access policies are generates based on the
users or data attributes, which enables a patient to
selectively share the PHR data among a set of users by
encrypting the file under a set of attributes, without

considering a complete list of the users.[4].
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Fig 1: Overall Scenario for PHR Accessing.

IV. Securing PHRs in Personal Domain using KP-ABE

Here, in this domain the users like friends, family
members are personally associated with PHR owner. In this
paper, we are proposing one of the techniques of ABE such
as KP-ABE for this personal domain. The owner of the
PHR say patient is the ultimate trusted authority for the
personal domain. With the use of KP-ABE system, the
owner can manage the secret keys and access rights of
users in the personal domain.

In the Personal Domain (PSD), the owner can provide
access to users i.e., personal users by considering data
attributes such as name, relation with owner etc., Based on
the personal information and the medical the owner will
provide access privileges to various users in the personal
domain.
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Fig: 2 Securing PHRs in personal domain using KP-ABE.

V. Securing PHRs in Public Domain using MA-ABE
For the public domain, this system define a set of role
attributes to each user and a reader in PUD obtains secret
key from different security authorities such as  attribute
authorities (AA) that binds the user to her claimed
attributes/roles. For example a user in a public domain can
have the role attributes such as profession, specialty,
organization etc.,
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Fig: 3 Securing PHRs in public Domain

VI. Experimental results
We consider twenty patients health records for
experimental verification for secured data transmission.
The experimental results show the efficiency of the
proposed framework. The below figures show some
experimental results.
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Fig: 4 PHR Owner Login Page
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The figure 4 shows the PHR Owner Login Webpage
having owner name and the password. If the owner
provides valid information, then he can have successful
login.

The below figure, fig 4 contains the domains such as
personal and public domains respectively. Based on the
category of the users they fall into the particular domain.
The Users who are personally associated belongs to
Personal Domain hence required to use KP-ABE technique
for sharing health records. Here, the data attributes of the
various users are considered to provide access privileges to
different users in the system.
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Fig: 5 Multiple Domains in the System
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Fig: 7 Requests for PHR
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Fig: 8 Issuing key for PHR Access

The above figures show the PHR accessing by requesting
key from the owner and sending key to the user.

VII. Conclusion

In this paper, we proposed a novel framework to share
health records across personal and public domains.
Considering partially trustworthy cloud servers, we argue
that to fully realize the patient-centric concept, patients
shall have complete control of their own privacy through
encrypting their PHR files to allow fine-grained access.
The framework addresses the unique challenges brought by
multiple PHR owners and users, in that we greatly reduce
the complexity of key management while enhance the
privacy guarantees compared with previous works. We
utilize ABE to encrypt the PHR data, so that patients can
allow access not only by personal users, but also various
users from public domains with different professional
roles, qualifications and affiliations. By considering nearly
twenty patients records we show that our solution is both
scalable and efficient
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